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Reporting 

 

Sample Output – ISO 27001 
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Sample assessment output 

After completion of the assessments, the results are immediately available from the reporting engine. 

This document is intended to demonstrate some of the features within the reporting functionality delivered 
via the browser based tool. 

The header of Risk Report is the identifier and the other core components are as follows: 

1. Management Summary 

2. Risk Heat Map 

3. Risk Diagram 

4. Gap Analysis 

5. Compliance Summary 

6. Risk Management 
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1. Management Summary 
 
Below is a sample of the management summary output. As can be seen, the findings are collated by 
risk rating. 
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2. Risk Heat Map 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

The above diagram determines the risk criticality based on identified deviations of the controls 
between expected and assessed maturity, the degree of separation in the risk tree and linkage to 
further control statements. The weighted overview identifies all possible risks which need to be 
assessed in the context of each individual organisation. 

Drill down of 7 High Risk items (Likelihood = Certain / Consequence = Medium) 

• There is a high risk of authentication mechanisms being circumvented or broken. 

• There is a high risk of incorrect processing of information. 

• There is a high risk of IT providing insufficient support to the organisation's business.  

• There is a high risk of insufficient reactions to data breaches.  

• There is a high risk of the organisation's failure to notify data subjects of a breach.  

• There is a high risk of the organisation's customers lose faith in the organisation's ability to 

secure personally identifiable information.  

• There is a high risk of legal or regulatory business continuity requirements not being met.  
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3. Risk Diagram 
 

Highlighting Control Weaknesses that lead to Business Risks 
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4. Gap Analysis 
 

 

Each topic allows further drill down to understand underlying control scoring 

 

 



 

 

 

IPSec Pty Ltd  
Gnd Flr, 10/270 Ferntree Gully Rd, Notting Hill, VIC, 3168 
Ph: 1300 890 902    Fax: 1300 890 912 
http://www.ipsec.com.au 

Commercial In Confidence 
3/05/2017 

Page 7 of 8 

 

5. Compliance Summary 
 
This report shows all major compliance deviations and allows cross referencing to any two 
information security standards to highlight the applicable control statements. 
 

 

Example of Vulnerability Assessment cross referenced to ISO 27001:2013 Annex A.17.1.1 

 

Sample of Standards 

 



 

 

 

IPSec Pty Ltd  
Gnd Flr, 10/270 Ferntree Gully Rd, Notting Hill, VIC, 3168 
Ph: 1300 890 902    Fax: 1300 890 912 
http://www.ipsec.com.au 

Commercial In Confidence 
3/05/2017 

Page 8 of 8 

 

6. Risk Register Dashboard & Task Manager 
 

The on-line dashboard allows the risks to be grouped (on an inclusive or exclusive basis) showing 
the Risk appetite vs Residual risk based on a chosen standard. As risks are mitigated through 
control improvements, the dashboard shows dynamically in real time the reduction in the risk 
profile. 

The inbuilt task manager makes assigning and managing individual tasks straightforward.  

 

 

 

 

 

 


