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Privacy Strategy & 
Compliance Workshop

The Privacy Amendment Act 2012 (No. 197, 2012), has passed 
through the Australian Parliament taking effect on 12 March 
2014. The new legislation introduces significant obligations 
for the protection of personal information held by Australian 
organisations, and material financial penalties of up to 1.7 Million.
Organisations that collect and or hold personal information are required to comply with the Privacy 

Act 1988 and its Amendments. Privacy Amendment (Enhancing Privacy Protection) Act 2012 (No. 

197, 2012) introduces the Australian Privacy Principles (APPs) which includes, “APP11 – Security of 

Personal Information”.

Australian Privacy Act Security Requirements Workshop

Recent changes to the Australian Privacy Act places significant responsibilities on to organisations for 

the protection of personal information against unauthorised use, manipulation and access. These new 

responsibilities include the potential for fines of up to $1.7million and the compulsory notification of 

all impacted parties.

The IPSec Australian Privacy 

Act Security Requirements 

Workshop is designed to provide 

your organisation with an 

updated understanding of the 

new privacy act requirements 

for personal information 

security. Additionally the 

workshop is designed to brief 

your organisation on the types 

of steps and security initiatives 

that should be adopted to avoid 

either a breach of the new 

requirements and/or to reduce 

the potential of significant 

penalties being applied.

Key outcomes:

1
Understanding of key Privacy 
Act changes as they relate to 

Information Security.

2
Determine what your 

organisation currently has that 
assists in achieving Privacy 
Act security requirements 

compliance.

3
Determine strategic priorities 
to minimise risk of exposure 

to Privacy Act security 
requirements breaches.

4
A high level assessment of 

your organisations ability to 
prevent, detect and recover 

from security breaches.

5
$4,000 (+GST) for a 3- 4 

hour workshop, including a 
full report of conclusions & 

recommendations.
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To fulfil the IPSec Australian Privacy Act Security Requirements 
Workshop, IPSec deliver the following agenda items to be 
addressed.

Privacy Workshop Agenda:

•	 What	is	personal	information?

•	 What	would	a	breach	look	like?

•	 What	are	reasonable	security	steps?

•	 What	are	the	potential	penalties?

•	 Do	we	need	to	tell	anyone	about	breaches?

•	 How	do	we	prevent	a	breach	of	personal	information?

–	 Privacy	by	Design	with	policies,	processes	&	procedures.

– Training

– Auditing

– Countermeasures

> Firewalls & Intrusion Prevention

> Network Segmentation

> Role Based Access Controls

> Anti-Malware

> Email & Web Security Controls

> Encryption

> Remote Access with Strong Authentication

>	Mobile	Device	Security	&	Control

>	 Patching	&	Vulnerability	Detection

> Physical Security

> Application Security & Whitelisting

> Wireless Security

•	 How	do	we	detect	a	breach	of	personal	information?

–	 Malware	Detection

–	 Intrusion	Detection

– Security Incident & Event Management

– Whistle blowing

•	 How	do	we	respond	to	a	breach	of	personal	information?

– Breach Notification

– Forensic Analysis Tools

–	 Business	Continuity	&	Disaster	Recovery	Tools

The Privacy Strategy Workshop is typically one half-day  
(3-4 hours) discussion depending on the number of stakeholders 
and the size of the organisation’s information environment.

During	the	workshop,	IPSec	personnel	will	work	through	the	
agenda items detailed in the above scope. IPSec will work with 
nominated representatives of your organisation to provide an 
understanding of the issues faced by the organisation and to 
discuss the capability of any existing or planned security initiatives 
& countermeasures to meet the needs of the revised Australian 
Privacy Act.

Upon completion of the workshop IPSec will provide a report, 
based on the workshop, detailing the issues identified, IPSec’s 
recommended actions to remediate those issues, and any practical 
prioritisation details relating to achieving the recommendations 
in working towards compliance with the Australian Privacy 
Amendment Act 2012.

About IPSec
IPSec are specialists in information asset security; technology 
experts who know how to mitigate risk to business by 
implementing end-to-end solutions that protect invaluable 
intelligence, data and information. Their capabilities extend 
from assessing vulnerabilities and threats, to designing and 
implementing customised security strategies, to managing 
execution and optimising results. IPSec are guardians of business 
confidence, providing high levels of protection and optimal 
assurance of an organisation’s security posture.

IPSec is about mitigating risk, enabling confidence and agility 
by ensuring a reliable IT environment that allows business to 
get on with business.


