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A flexible and user-friendly approach 
to rock solid security: The IPSec 
Security Policy Framework (SPF)

Features & Benefits

•	 Rapid	policy	creation

•	 AS/NZS	27001:2006	

Compliance

•	 User-friendly	design

•	 Low	impact	on	business	

operation

•	 Ready	to	use	on	day	one

•	 Customisable	and	teachable

•	 Embracive	of	emerging	

technology

•	 Addresses:

–	 Risk	Management

–	 Change	Management

– Access Control

– Asset Acquisition

– Asset Disposal

– Asset Classification

– Asset Operation

– Physical Security

–	 Incident	Management

The	IPSec	Security	Policy	Framework	(SPF)	provides	a	strategic	
foundation for the protection of assets, systems, processes, 
people	and	the	reputation	of	the	organisation.				

The IPSec SPF is designed 
to deliver five key things:

1
Widespread understanding 

of why security is important 
to your organisation.

2
Deep comprehension of how 

your organisation’s information 
is to be protected.

3
Flexible protection of your 
evolving IT environment, 

without constant adjustment.

4
Staff empowerment to 

properly enforce business 
requirements as a team.

5
Business alignment with 
your organisation’s daily 
operations and culture.

This	unique,	productised	approach	provides	high	value	security	

outcomes	in	a	vastly	condensed	time	frame	for	a	fraction	of	the	

cost	of	our	competitors.	Usable	on	day	one,	it	is	a	sustainable,	

manageable	and	scalable	protection	policy	that	allows	businesses	

to	rapidly	achieve	policy	compliance	with	Australian	standards	

for information	security	management.

Addressing	important	security	&	risk	management	issues	such	

as	Change	Management,	Access	Control,	Acquisition	&	Disposal	

of	Assets,	Asset	Classification,	Physical	Security	and	Network	

Security the SPF utilises a well structured, hierarchical framework, 

that	has	the	flexibility	to	easily	fit	any	organisation.
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Part of Your World

Unlike	many	IT	security	policies,	the	ipsecSPF	is	designed	with	the	

human	user	in	mind.	The	tiered	policies	are	extremely	user-friendly	

and	lend	themselves	to	delegated	ownership	within	your	company	

structure.	The	customisable	policy	is	moulded	to	suit	your	business,	

and	the	effective	policy	training	allows	knowledge	sharing	among	

staff,	who	work	together	in	successfully	implementing	the	security	

policy.	A	clearly	defined	hierarchical	relationship	between	policy	

components	permits	users	to	easily	navigate	their	key	areas	

of	responsibility,	creating	a	sustainable	engagement	with	the	

framework.

Upholding	Australian	Standards

Designed	to	meet	the	requirements	of	the	Australian	Standard	

for	Information	Security	Management,	AS/NZS	27001:2006,	the	

ipsecSPF	delivers	a	strategic	and	compliant	policy	outcome	with	

minimum	impact	on	your	organisation.

The People’s Policy

The	ipsecSPF	is	designed	for	use	by	real	people,	not	just	the	

technology	they	work	with. Your	staff	can	enjoy	plain-English	

terminology,	and	clearly	defined	action	points.	The	structured	

policy	is	easy	to	navigate,	designed	to	increase	the	willingness	

and capability of staff to understand the role they play within the 

organisation’s	security	environment.

Future-Proof Flexibility

The ipsecSPF maintains a flexible approach to impenetrably 

strong	information	protection.	Built	on	a	proven	framework,	small	

adjustments	can	be	made	in	order	to	adapt	to	new	developments	

as	they	arise.	One	of	the	best	aspects	of	the	policy	is	that	it	is	

responsive	to	new	technology,	both	beneficial	and	threatening,	

ensuring	your	organisation	does	not	need	to	update	the	policy	

every	time	a	new	technology	enters	the	environment.

Smarter	Risk	Management

Keeping	up	with	the	ever-changing	assessment	criteria	of	auditors	

can	be	a	challenge,	especially	when	they	evolve	with	the	latest	

technology	and	threat	trends.	Separation	of	technology	and	

threats	within	the	ipsecSPF	ensures	the	organisation	can	manage	

their	audit	requirements	in	a	more	strategic	manner,	fulfilling	their	

risk	management	requirements	with	a	unified,	operational-centric	

mechanism.

Lasting	Value

By	adopting	the	ipsecSPF,	your	organisation	will	be	provided	with	

a	complete	policy	framework	including	policy-set	documents	and	

an	AS/NZS	27001	alignment	matrix.	Your	organisation	will	also	be	

provided	with	license	to	adjust	and	maintain	the	policy	set	as	you	

see	fit	for	organisational	use.

About IPSec

IPSec are specialists in information asset security; 

technology experts who know how to mitigate risk to 

business by implementing end-to-end solutions that 

protect invaluable intelligence, data and information. 

Their capabilities extend from assessing vulnerabilities 

and threats, to designing and implementing customised 

security strategies, to managing execution and 

optimising results. 

IPSec are guardians of business confidence, providing 

high levels of protection and optimal assurance of an 

organisation’s security posture.  

IPSec is about mitigating risk, enabling confidence 

and agility by ensuring a reliable IT environment that 

allows business to get on with business.


