
Executive Summary 

Changes in Lonsec’s IT department prompted a review of how process improvements 

could be made to enhance the organisation’s information security posture. The levels of   

in-house skills were meeting business goals but concerns about the depth of IT Security 

skills were flagged by the new IT Manager. The high cost of hiring a dedicated security spe-

cialist could not be justified so alternatives were under review. Leading security vendor IP-

Sec proposed tailoring a managed security service that would protect Lonsec’s digital as-

sets around the clock.  The partnership extends to formulating strategic and operational 

goals and providing high level expertise when required. This provides Lonsec with compre-

hensive security without the expense of a full time employee. It also frees up Lonsec’s IT 

team to focus on core business activity that contributes to providing better service to their 

clients and partners. 

CASE STUDY:  Lonsec Fiscal Group of Companies 

Partnering with IPSec has helped Lonsec to protect their client privacy and intellectual property more effectively  

Employees 120 

Founded 1992 

Headquarters Melbourne 

Locations 3 

Market Vertical Financial Services  

URL www.lonsec.com.au 

Client Profile 

Highly respected research organisation Lonsec Fiscal 

has been analysing corporate performance data for 

more than two decades. Prestigious “Money Manage-

ment Magazine” presented the organisation with 

their “Research House of the Year” award for three 

concurrent years. The privately held company offers 

investment research to a national network of advisers 

and investment professionals. In recent times, Lonsec 

has focussed on developing new products that broad-

en the scope of their research activities. The compa-

ny is acknowledged for its leadership in providing 

new and innovative products, notably with a recent 

foray into the selection and rating of retail superan-

nuation funds. To further enhance their ability to 

communicate with customers, Lonsec is actively de-

veloping online services and building a new digital 

agency to support these aims. 

■ The business case for employing a dedicated IT security specialist could not be justified  

■ Securing intellectual property and protecting digital assets through partnerships aligns 

better with the organisation’s strategic goals 

■ IPSec’s 24*7*365 monitoring greatly improves security readiness 

■ IPSec’s Industry leading 15 minute SLA provides peace of mind for IT Administrators  

“It’s been one of the most positive and compelling changes we’ve 

made to the way we operate. We are more secure and have more 

time to improve the services we deliver to our business” 

Shaun Hedrick                                                                                         

General Manager of IT  - Lonsec Fiscal Group of Companies  
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Business Driver   

Lonsec conducted an internal review of skills and processes to iden-

tify gaps and inefficiencies. Information security was identified as an 

area where skills fell short of the organisation’s high standards. Lon-

sec’s IT team had the expertise to manage their security infrastruc-

ture but a higher state of readiness was needed to meet the evolv-

ing needs of the business. Employing a full time security specialist 

was not practical in a 120 user environment but contracting a part-

ner able to provide operational and strategic services was a good fit 

for Lonsec’s requirements. IPSec were invited to submit a proposal 

that would assist the company meet these various objectives. 

 

IPSec Business Solution  

IPSec proposed a service to remotely monitor the status of security 

from their Security Operations Centre (SOC) around the clock. IP-

Sec’s security professionals conducted a rigorous security review 

and audited the DMZ to ensure that gateway connectivity was se-

cure and the settings and parameters were optimised. Rules were 

then drafted that delineated safe operating guidelines and escala-

tion processes that closely aligned with Lonsec’s business needs. By 

defining severity levels and escalation rules, IPSec staff could quickly 

respond to high-priority alerts within their industry leading 15-

minute response time. This would improve Lonsec’s security posture 

and protect users and systems from all types of vulnerabilities and 

security threats. 

Summary  

IPSec’s managed security service offers unrivalled response times to 

help Lonsec protect their digital assets. By forging an alliance with 

IPSec, Lonsec now have access to a broad range of high level infor-

mation security professionals. These subject matter experts are 

armed with the expertise that helps Lonsec formulate strategy and 

address emerging threats proactively. The relationship is best 

summed up by the term “trusted adviser” with IPSec considered an 

extension of Lonsec’s dedicated IT team. Lonsec can apportion more 

effort towards business activity that contributes directly to staff ena-

blement and build new services that materially improve the compa-

ny’s bottom line. Because of the success of this initial engagement, 

Lonsec invited IPSec to provide high-level services for a complex 

office relocation project. This was an outstanding success and fur-

ther strengthened the trusted partnership between the two organi-

sations.  

 

Services  

 

■ Comprehensive Firewall and Gateway security audit 

■ DMZ configuration and optimising of all external facing technology 

■ Setup 24*7*365 for managed security monitoring  service with               

15-minute SLA  

■ High level strategic consulting and regular knowledge exchange          

sessions 

About Us 

IPSec specialise in protecting your information assets and mitigating security risks. Our team of 

highly skilled professionals design, implement, audit, and manage every aspect of your information 

security environment. By applying industry best practice to business processes, IPSec offer unri-

valled service levels that protect your organisation and improves your overall security posture.  

“It’s not often you encounter a genuine win-win scenario.  Why hire network and security engineers when I can have 24/7 

access to the entire IPSec A-Team for a fraction of the cost?” 

Shaun Hedrick – General Manager – Information Technology                                                                                                                                     

Lonsec Fiscal Group of Companies  

http://www.ipsec.com.au/

