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Advanced Managed Security Services (MSS & MDR)

We realise that to achieve effective in-house
information security management is a costly,
resource-heavy exercise. Attempting to maintain
best-practice security within the organisation can
lead to expensive security incidents, access issues,

and personnel strain.

IPSec’s revolutionary suite of advanced managed security services provides your
organisation with access to the expertise required to successfully protect information
assets and to achieve the cyber security outcomes desired, 24 hours a day, 7 days a
week, 365 days a year.

IPSec’s advanced managed security services provide for 24 x 7 security solution
management, performance monitoring, and security monitoring. IPSec is ready to
assist you to achieve your desired information security outcomes, 24 x 7 x 365 with
clear service levels and complete transparency.

The IPSec suite of advanced managed security services delivers the highest quality
security management outcomes within an achievable operational expense. Your
IT resources are released from the burden of security management tasks, freeing
up their time to focus on what is most important in day to day information systems
delivery.

Features & Benefits:

24 x 7 Security Monitoring

24 x 7 Performance Monitoring

24 x 7 Security Management
Flexible Service Levels

Manned 24 x 7 Operations Centre
Daily, Weekly, & Monthly Reporting
ITIL & ISO Compliant Procedures

Real-time visibility web consoles

IPSec Manage

24 x 7 management of your
organisation’s information & cyber
security solutions.

IPSec Monitor

24 x 7 monitoring of your
organisation’s security solutions’
operational availability, performance,
and resource trends.

IPSec Guard

24 x 7 SIEM and real-time monitoring
for security events that may indicate an
active compromise.

Flexible Service Levels

Unlimited - Security monitoring and
managenment all day, every day.

@Night - Monitoring and management
during non business hours delivery.

On Demand - Assistance only when
requested, but with a defined response
time.

Basic - To assist with projects and
scheduled activities.




IPSec Guard IPSec Monitor

IPSec Guard is designed to provide your organisation with a IPSec Monitor provides your organisation with real-time

24 x 7 Security Operations Centre and SIEM monitoring your operational monitoring of your information security solutions,
IT systems for indicators & evidence of information security 24 hous a day, 7 days a week, 365 days a year.

breaches. IPSec Guard can receive all of your IT system log By monitoring your cyber security solutions for availability,
information; will process and correlate that information in performance, trends, operational alerts, and other related

real time identifying data and trends that may suggest an metrics your organisation can have the confidence that the
impending security threat; and will notify you when a potential ~ monitored security solutions are capable of meeting the
threat warrants investigation and response. optimum performance desired.

IPSec Manage

IPSec Manage provides your organisation with change management, diagnostic investigations, and maintenance (including
patching) for your cyber security solutions, 24 hours a day, 7 days a week, 365 days a year.

This service enables your organisation to achieve peace of mind knowing it has access to leading information security solutions
engineers for the implementation of operational configuration changes for your information security solutions, and to provide
highly capable diagnostic resources able to identify and recommend mitigations to active operational or security issues.

Unlimited @Night On Demand Basic

IPSec Guard

IPSec Monitor

IPSec Manage

Flexible Service Levels
IPSec’s suite of managed security services is supported by a sophisticated and flexible range of service levels, including:

Unlimited provides your organisation with a fixed-cost outcome delivered 24 hours a day, 7 days a week, 365 days a year.

@Night provides your organisation with the confidence of knowing a team of highly skilled and experienced security profession-
als is overseeing your cyber security outcome whilst your business-hours team is not in the office.

On Demand provides your organisation with the ability to gain access to Australia’s leading information security solutions engi-
neers when required and with a defined response time.

Basic provides you with access to skilled and experienced security solution engineers to suit the needs of your organisation’s
projects and other scheduled requirements.

About IPSec

IPSec are specialists in Cyber Security; experts who know how to identify and mitigate risk to businesses.

IPSec offers a holistic offering from consulting with CEO’s regarding their risk profile, to designing and
implementing controls to mitigate the identified risks, to testing the effectiveness of controls.

IPSec is about mitigating risk by assessing vulnerabilities and threats, by designing and implementing
customised security strategies, by managing execution and optimising results. IPSec are guardians of business
confidence, providing high levels of protection and optimal assurance of an organisation’s security posture.
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